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According to Gartner: “The IBM z/OS mainframe continues to be 
an important platform for many enterprises, hosting about 90% 
of their mission-critical applications... [Yet] the incidence of 
high-risk vulnerabilities is astonishingly high.”1

Mainframe penetration testing helps organizations detect 
system weaknesses and vulnerabilities in advance of internal 
and external attacks. Proactive penetration testing can be per-
formed periodically to evaluate system defenses, 
assess security policy enforcement, and ensure critical assets 
are properly protected.

Vanguard Penetration Testing helps organizations ensure their 
mainframe environments are protected from attack and in com-
pliance with industry and regulatory standards.

Although mainframes have the reputation for providing the 
highest level of security, in today’s environment mainframes are 
just as prone to attack as any other server on the network. 
More internal and external users are accessing IBM mainframes 
over the Web and via cloud-based services than ever before. 
Mainframe systems are a key part of many cloud, big data, bu-
siness intelligence and other initiatives.

Despite their increased use, many organizations have not 
implemented the latest security protections for System z. 
They still rely on mainframe security best practices and auditing 
procedures developed years ago, when only a small number of 
tightly controlled users could access mainframes over secure 
corporate networks. 
The expanded use of mainframes, combined with outdated secu-
rity configurations and practices, is increasing security vulnerabi-
lities and putting organizations at risk. 
These risks are compounded by the fact that, although many or-
ganizations conduct regular penetration testing, the mainframe 
is frequently omitted.

Identifies penetration risks on 
System z mainframes

Protects mainframe security 
and ensures compliance

Ensures penetration testing 
procedures meet industry and 
regulatory standards

Provides remediation plan to 
correct mainframe penetra-
tion vulnerabilities

Transfers knowledge to 
security staff to enable 
ongoing testing and mainte-
nance
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Vanguard Penetration Testing Reduces Risk, Prevents Breaches

Vanguard Penetration Testing quickly identifies and prioritizes mainframe 
penetration risks, and evaluates the feasibility and potential impact of defense 
vulnerabilities on an organization’s operations, compliance requirements and 
reputation, e.g. losing revenue, failing audits, or violating privacy protections.

Vanguard Penetration Testing helps organizations

•	 Assess the business impact of the exploitation of potential attack vectors
•	 Ensure critical customer and corporate data are protected
•	 Identify high-risk and lower-risk vulnerabilities
•	 Enable targeted spending on security improvements
•	 Prove compliance with industry and regulatory standards
•	 Enhance productivity by reducing downtime from attacks
•	 Better align security and compliance resources

Vanguard Penetration Testing Process
Vanguard Penetration Testing services discover high-risk mainframe vulne-
rabilities, determine if sufficient defenses are in place, offer remediation 
guidance, and recommend a plan and methodology for ongoing testing. The 
process includes a rigorous review of security policies, procedures and confi-
guration controls to identify gaps in security that could be exploited by internal 
and external attackers. 
Through network and system scans, and full intrusion detection, Vanguard 
consultants determine the current security posture of the System z environ-
ment, including its defense-in-depth posture.

Vanguard Penetration Testing include:

•	 Reconnaissance utilizing network mapping tools, networking sweepers, 
and port scanning tools to identify possible points of entry, including TCP 
and UDP ports

•	 Identification of TCP and UDP services that provide appropriate transport-
layer protection

•	 Vulnerability scans and analysis of discovered network services, applica-
tions, and functionality on targeted systems

•	 Analysis of identified exploitations of systems and services on the network 
layer and applications running in the environment

•	 Analysis of identified exploitations from within z/OS to attempt privilege 
escalation

Vanguard regularly updates 
its penetration testing process 
to ensure the latest industry 
and regulatory standards are 
supported. Findings from 
Vanguard Penetration Testing 
are documented in a compre-
hensive report that provides 
organizations with:

•	 Details on specific penetration 
risks

•	 Rankings, from low to severe, of 
detected penetration vulnerabi-
lities

•	 Instructions to remediate pene-
tration risks

•	 Plans and methodologies for 
conducting ongoing penetration 
testing
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Virtel et ses partenaires

L’assurance d’un expert, la garantie de solutions logicielles efficaces

Depuis 1993, la société Virtel représente des éditeurs majeurs en France et dans les pays francophones. Elle offre 
ainsi des solutions logicielles novatrices et fiables destinées tant aux grandes entreprises qu’aux PME.

Contact
302 Bureaux de la Colline
92213 Saint Cloud
Tél: 01 46 02 60 42
Email: info@virtelweb.com
Site: www.virtelweb.fr
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